HNuadbopmManmnoHHaA MaMATKA /IS O0yYaIONNXCS /IS pa3sMelleHUsA
Ha opunuaabHbIx THTEpHET-pecypcax

C KakIbIM TOZIOM MOJIO/IEXKU B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, A IITKOJIbHUKH OJHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexy TeM, IOMHMO OTPOMHOTO KOJIMYECTBa
BO3MOJKHOCTEH, MHTEDHET HeCeT W Ipo0sieMbl. DTa IaMsATKAa J0JDKHA ITOMOYb Tebe
0e30IMacHO HAaXOAUTHCA B CETH.

KomnbroTepHble BUPYCHI

KoMmmploTepHBIF  BUpPYyC - 5TO Pa3HOBUHOCTh KOMITBIOTEPHBIX  IPOTPAMM,
OTJIMYUTETLHOU O0COOEHHOCTBI0O KOTOPOU fABJISIETCA CIOCOOHOCTh K Pa3MHOXKeHHI0. B
JIOTIOJITHEHUE K 3TOMY, BHUPYChl MOTYT HOBPEAWTH WU IOJHOCTHIO YHHUYTOXKUTH BCE
daitiel ¥ AaHHBIE, MOAKOHTPOJIbHBIE IIOJH30BATEN0, OT HMMEHU KOTOpPOro ObLIa
3amylieHa 3apak€HHas IIPOrpaMMa, a TakKKe IOBPEAUTh WM JaKe YHUUTOXKHUTD
OIIEPAlIIOHHYI0 CHUCTEMY CO BceMHU (aiylaMu B I[eJIOM. B OGOJIBIIMHCTBE CIIyyaeB
PaCIpOCTPAHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTopp! 3alIUThI OT BPEAOHOCHBIX IIPOTPaMM:

1. Mcnonp3yil coBpeMeHHbBIE OllepalliOHHbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPELOHOCHBIX ITPOTrPaMM;

2. [TocTogHHO ycraHaBauBail mavTH (IuU@pPOBBIE 3aIUIATKH, KOTOPhIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCA C IEJbI0 JIOPaOTKH IPOrpaMMblI) M Jpyrue OOHOBJIEHUSI CBOEH
omneparuoHHOU cucTeMbl. CKauyMBall UX TOJIBKO C O(PUIIMATBLHOTO caiiTa pa3paboTymka
OC. Ecu cyiiecTByeT peskKUM aBTOMATHYECKOTO OOHOBJIEHU S, BKJIIOYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IO/ ITPaBaMHU I0JIb30BATEJIs, & HE A/IMUHICTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX MMPOTPaMM HHCTAJIMPOBATHCS HA TBOEM
IIEPCOHAITLHOM KOMIIBIOTEPE;

4. lcnonb3y¥#t aHTUBUPYCHBIE TPOTPAMMHBIE ITPOIYKTHI N3BECTHBIX TPOU3BOTUTEJIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NIECKUU JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Mcnosp3yll BHellIHHEe HOcUTeaU UHQpopManuu, Takue Kak Jemika, Iuck uin gaiin
W3 UHTEPHETA, TOJIbKO 13 NPO¢depEeHHBIX HCTOUHUKOB;

7. He oTKpbIBall KOMHbIOTepHBIE (alIbl, OJIyYeHHbIE U3 HEHAJEKHBIX NCTOUHUKOB.
Haxxe Te (aiiyibl, KOTOpPbIe MPUCIAT TBOM 3HAKOMBIH. JIydllle yTOUHU y HETO, OTIIPABJIA
JiN OH Tebe ux.

Cetu WI-FI

Wi-Fi - 5To He BUJ mepenavu JaHHBIX, HE TEXHOJIOTHSA, a BCETO JIUIIb OpEH/I, MapKa.
Eme B 1991 roay HuzAepsaHJcKas KOMIIaHUA 3aperucrpupoBaia 6penzs; « WECA», uro
oboszHauaso cimoBocouetanue «Wireless Fidelity», koropsrii mnepeBomuTCa Kak
«becrpoBOHAS TOYHOCTD».

Jlo Hamlero BpeMeHH /OLIa Jipyras ab0peBuaTypa, KOTopas fABJISETCA TaKOU Ke
TexHoJsiorueil. 9to abbpeBuarypa «Wi-Fi». Takoe HazBaHHe OBLUIO JJaHO ¢ HAMEKOM Ha
CTaHAApT BBICIINK 3ByKOBoU TexHuku Hi-Fi, yTo B mepeBojie O3HAYaeT «BHICOKAS
TOYHOCTB».



Jla, 6GecriaTHBI UHTEPHET-IOCTYH B Kade, OTeJIsIX U a3pONOPTaX SBJSAETCA OTIUYHOU
BO3MOXKHOCTBIO BBIXOZIa B UHTepHeT. HO MHOTHE BOKCHEPThl CUYUTAKT, YTO
obmeoctynubie Wi-Fi cetn He sABIAIOTCA 6€30MaCHBIMU.

CoBetbl 10 6e3011acCHOCTH paboTe B 0OIIEAOCTYIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JMUHYH HWHMoOpManuio depe3 obmenoctymable Wi-Fi ceTtu.
PaboTasi B HUX, 7KeJIaTeJIbHO He BBOJIUTH MAPOJIU J0CTYIIa, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosip3yit 1 OOHOBJISIH aHTUBUPYCHBIE ITPOrpaMMBbI B OpaHamayep. Tem caMbIM ThI
obe3ormacuiib cebsi OT 3aKauyK{ BHPYyca Ha TBOE YCTPOUCTBO;

3. IIpu wucnonb3oBanuu Wi-Fi otxioun QyHkmuo «OOmui AocTynn K daiiaM u
npuHTepam». JlaHHasg QYHKIUS 3aKpbITa [0 YMOJIYAHUIO, OJIHAKO HEKOTOpbIE
MI0JIb30BATEIN aKTUBUPYIOT €€ 1 y/I00CTBa UCIIOIb30BaHUA B paboTe Wiu yuele;

4. He ucronp3yit nmyosmunabidi WI-FI g1 mepesiaum JIMIHBIX TaHHBIX, HAIPUMED JJISI
BBIXO/Ia B COIJHAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO I10UTY;

5. Wnosnp3yi TosbKO 3ainuiiieHHoe coenuHeHue dyepe3 HTTPS, a we HTTP, T.e. npu
Habope BeO-aapeca BBoU UMeHHO «https://»;

6. B wmoOwibHOM Tenepore oTkiroun Gyaknuio «Iloxkmouenne k  Wi-Fi
aBroMarnuecku». He mormyckall aBTOMaTUYECKOTO MOJKJIIOUEHHSA YCTPOHCTBA K CETAM
Wi-Fi Ge3 TBoero coryacus.

ConuajibHbIE CETH

ConmanpHble CETH aKTUBHO BXOJAT B HAIY >KU3Hb, MHOTHE JIIOAN PAaOOTAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLIUAP]] YETIOBEK, UTO SIBJISIETCS
OHOUM ceIbMOU BCeX KUTesed IUIaHeThl. MHOTHE I0JIb30BaTeId HE MOHUMAIOT, UTO
nHdopmanus, pas3MelleHHass UMH B COIMAIBHBIX CETAX, MOXKEeT ObITh HaljeHa u
HCIIOJIb30BaHa KEM YTO/IHO, B TOM YHcJyle He 0053aTeIbHO ¢ 0J1ariMu HaMepeHUsAMU.

OCHOBHBIE COBETHI 10 O€30ITaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CHUCOK Jipy3edl. Y TeOs B APy3bsX He JOJDKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuiai CBOI YacCTHYIO KU3Hb. He ykaswpiBail maposu, TeaedoOHBI, azpeca, JaTy
TBOErO POXKJEHUS U [APYIyl0 JWUYHYyl0 UHoOpManuo. 3JIOyMBIIUJIEHHUKA MOTYT
HCHOJIb30BaTh Aa)ke WHQMOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENH IJIAHUPYETe
MPOBECTU KAHUKYJIBI;

3. 3amnuInai cBO PeIyTanulo - IEPKHU €€ B UHCTOTE U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE II0JIb30BATEIN BUJIEJIH, UTO ThHI 3arpykaemib? [logymai, mpexe yeM
YTO-TO OIyOJIMKOBATh, HAITMCATh U 3aTPY3HUTh;

4. Eciu ThI ToBOpHUIIb C JIOAbMH, KOTOPbBIX HE 3Ha€llb, HE HCHOHB3Yﬁ CBO€ pe€a/iIbHOE
HUMA U APYTYyIO JIMYHYIO HH(bOpMaIII/II/IZ nMdA, MECTO KUTEJIIbCTBA, MECTO y‘-Ie6bI U 11pouee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie Tl N300pakeH Ha MECTHOCTH,
10 KOTOPOU MOYKHO OIIPE/IETUTH TBOE MECTOII0JI0KEHNE;

6. ITpu perucrpamnuu B COIMAIBHON CeTH HEOOXOUMO HCII0JIb30BaTh CJI0KHBIE ITaPOJIH,
cocTosInye U3 OyKB U udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 711 coruasibHOM CETH, IMOUTHI U JIDYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh Pa3HbIe
maposiu. Torga ecyim Tebs B3JIOMAOT, TO 3JI0YMBINIEHHUKH TOJIyYaT JOCTYH TOJBKO K
OTHOMY MECTY, a HE BO BCe Cpasy.

DJIeKTPOHHBIE J€HbIU

OIeKTPOHHBIE JIEHBI'M — 3TO OYEeHb yOOHBINM cHoco0 IIaTe:ked, OJHAKO CYIIEeCTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT OJIyYUTh 3TH JEHBTH.

SJ'IGKTpOHHbIe A€HbI'l IIOABUJIMCb COBCEM HE€JABHO M MMEHHO HM3-3d 3TOI'O BO MHOTHX
TOCyaapCTBax A0 CHUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHHMPYIOT M O HHX VK€ IIPOIIMCAHO B 3aKOHE, IJle UX
pasiesII0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO
AHOHHUMHBIE - 5TO Te, B KOTOPBIX paspelaercs MTPOBOAUTH omepanmuu 0e3
uieHTU(DUKAIIUY TI0JIb30BaTesIs, a B HEAHOHHMMHBIX HIAEHTH(MUKAIIUU I10JIb30BATEIS
ABJsEeTCSA 00513aTeIbHOM.

Takoke ciefyeT pasjinyarh 3JeKTPOHHBIE (pUaTHbBIE JIEHBI'M (PaBHBI TOCY/IAPCTBEHHBIM
BaJIIOTaM) U 9JIEKTPOHHBIE HepuaTHbIE IeHbrU (He paBHBI TOCYapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMH JIEeHbIaMH:

1. [IpuBsku K cuery MOOWIBHBIN TesieOoH. DTO caMblil YAOOHBIA M OBICTPBIN CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBs3aHHbIN TesiehOH TOMOKET, eC/TU 3a0yAeIb CBON
IJIATEXHBIN TapPOJIb UJIN 3ali/ielllb Ha CAaWT C HE3HAKOMOTO YCTPOUCTBA;

2. Mcnosnp3yit ogHOpa3oBble maposu. [locie mepexosia Ha YCHUJIEHHYIO aBTOPHU3AIIHUIO
Tebe y>ke He Oy/IeT yrpokaTh OMMACHOCTh KPaKK WJIM IepexBaTa IJIaTeKHOTO TapoJis;

3. Beibepu cioxkHBIA maposib. IlpecTymHuUKamM OyZeT He MPOCTO YraZaTh CJIOMKHBIN
naposib. HazesxHble maposiu — 3TO IapoJId, KOTOpbIe COZepsKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ceDOsl CTPOUHBbIE U MPOMHUCHBIE OYKBBI, ITUGPHl U HECKOJIHKO CHUMBOJIOB,
Takue KakK 3HaK JoJu1apa, GyHTa, BOCKINIATEJIbHBIN 3HAK U T.. Hanpumep, StROng!;;

4. He BBOAY cBOU JIMUHBIE JaHHBIE HA CAaliTaX, KOTOPHIM He JJ0OBepsEellb.
AJIeKTPOHHAA IIOHTA

DJIeKTPOHHAA NOYTa — 3TO TEXHOJIOTUA U IIPEJIOCTaBJIsIeMble €10 YCIYTU IO IlepechLiKe
U MOJIyYEeHUIO 3JIEKTPOHHBIX COOOIIEHUU, KOTOphle PaCIpeesIsoTCs B KOMIIBIOTEPHOM
cetu. OOBIUHO 5JIEKTPOHHBIA TIOYTOBBIM SAIIUK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
UMs_TI0JIb30BaTEIsI@UMS_JIoMeHa. Takike KpoMe Iepe/iladaul MPOCTOr0 TEKCTa, UMEeeTCs
BO3MOXKHOCTB Tepe/IaBaTh pauIbl.

OCHOBHBI€E COBETHI 110 O€30IMacHON paboTe C BJIEKTPOHHOU MOUYTOM:

1. Hazo BIOpaTh mpaBUJIbHBIA OYTOBBIN cepBUC. B UHTEpHeTe eCcTh OrPOMHBIN BHIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAEINIb U KTO
IePBbII B PEUTHHTE;

2. He yka3pIBail B JIMYHOU mouTe JINYHYIO HHpopMarumo. Hanmpumep, jrydiie BRIOpATh
«My3bIKaJIbHBIN__(haHAT@ » UJIIH «POK2013» BMeCTO «TeMal3»;

3. Mcrosp3yH IByXaTAITHYI0 aBTOPU3AINI0. DTO KOTr/a MOMUMO TapoJis Hy>KHO BBOJUTD
KO/I, TpuchLIaeMbli 110 SMS;



4. Bpibepu CJIOKHBIN Taposib. JIJ1 KaKOTO ITOYTOBOTO SIIHKA JOJDKEH OBITh CBOU
Ha/IEeKHBIH, YCTOMYUBBIN K B3JIOMY IApOJIb;

5. Ecsii ecTh BO3MOKHOCTh HAIIMCATh CAMOMY CBOU JIMYHBIA BOIPOC, UCIOJB3YH 3TY
BO3MO>KHOCTb;

6. Vcrosnb3yil HECKOJIBKO IOYTOBBIX ANUKOB. llepBbIM /11 4acTHOU MEPEeNuCcKH C
azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. ITO JIEKTPOHHBIN aJipec He HAJ[0 UCII0JIb30BaTh
IIpU perucrpanuu Ha Gpopymax U cauTax;

7. He oTKpbIBail haiiyibl U APYTHE BJIOKEHUSI B MUCHhMAX JIA’Ke €CJIUM OHU MPHUIILUIA OT
TBOUX Zpy3e. JIydllle yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu pauibl;

8. Ilocne okoHuaHus pabOTHI HA IOYTOBOM CEPBHICE IEPe]] 3aKPHITUEM BKJIAJIKA C
caiToM He 3a0y/lb HAXKaTh HA « BEIUTH».

Ku6epOy utiHT Wik BUPTYaJIbHOE U3/I€BATETBCTBO

KubepOy/utmHT — mpecijieJoBAaHUE COOOIIEHUSMHE, COJEPIKAIIUMU OCKOpOJIeHuUs,
arpeccuio, 3aIyTUBaHUE; XYJIUTAHCTBO; COI[UAJIIbHOE OOMKOTHPOBAHME C IOMOIIBIO
Pa3IMYHBIX UHTEPHEeT-CePBUCOB.

OcHOBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYJUTHHTOM:

1. He Opocatics B 60M. Jlyumuid cmocob: IMOCOBETOBAThCS KaK ce0s BeCTHU W, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCS, TO BHAaYasIe YCIOKOUThCs. ECIM ThI HAYHEITh OTBEYATh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHH S, TO TOJIBKO ellle OOJIbIIe Pa30skKIKellb KOHDIINKT;

2. YrpasJisaii cBoel KubeppelyTaueii;

3. AHOHUMHOCTh B CE€TH MHHUMAas. CYIJ_IGCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJINTAaHCKUU 00pa3 BUPTYaJIbHOU KU3HU. IHTEpHET (PUKCUpYET BCe
TBOU JIEUCTBUS U COXPAHAET UX. YIAJIUTD UX OyZleT KpaliHe 3aTpy/IHUTEJIHHO;

5. Cobutio/1a11 CBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyii eauHUYHBIA HeraTuB. OJHOPA30BbIE OCKOPOUTESBHBIE COOOIIEHUS
Jiy4diiie uirHopupoBatb. OGBIUHO arpeccus MpeKpalaeTcs Ha HauaJbHOU CTaiuu;

7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSAMU, B COITUATBHBIX
CeTAX eCTh BO3MOKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIIpe/leIEHHBIX a/IPECOB;

8. Ecim TBI cBuzerenb KubepOysuimHra. TBOM JieiCTBUA: BBICTYIIUTh IPOTUB
mpecjie/ioBaTesisAd, MOKa3aTh €My, 4YTO €ro JIeMCTBHS OILIEHUBAIOTCA HEraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS TIOMOIIb, COOOITUTH B3POCIBIM
0 ¢aKTe arpecCUBHOTO MTOBE/IEHUS B CETH.

MobupHBIH TeedoH

CoBpemenHble cMapT¢OHBI M IUIAHIIETHI COZEepKAT B cebe BIIOJIHE B3POCJIBII
¢dyHKIIMOHA, W Temepb OHU MOTYT KOHKYPUPOBAaTh CO CTAllMOHAPHBIMU
KomIiploTepamMu. OJTHAKO, CPEICTB 3AIUTHI JJIs MOJIOOHBIX YCTPOMCTB ITOKA OUE€Hb MAJIO.
TecTrpoBaHUe U MOUCK YA3BUMOCTEN B HUX MPOUCXOJAUT HE TaK WHTEHCUBHO, KaK JIJIA
1K, To ke caMoe KacaeTcss U MOOMJIbHBIX ITPUJIOKEHHH.



CoBpeMeHHbIE MOOWIbHBIE Opay3epbl y:Ke IIPAKTUUECKH JIOTHAJIHU HACTOJIbHbIE
aHAJIOTH, OJTHAKO paciiupeHre QYHKIIMOHAJIA BevYeT 3a COO0M OOJIBIIYIO CJIOKHOCTD U
MEHBIIYIO 3alUIIEHHOCTb.

Jlajieko He Bce IMPOW3BOIUTEIH BBHIMTYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIE KPUTHUECKUE
YSA3BUMOCTH JIJIST CBOUX YCTPOKCTB.

OcHOBHBIE COBETHI /11 6€301MacHOCTH MOOMJIBHOTO TesiepoHa:

1. Huuero He sABJiseTcs IIO-HACTOAIIEMY OecIIaTHBIM. BYZLI) OCTOPOXXKE€H, BE€Ab KOraa
Tebe npenjaararmT OecrIaTHBIHN KOHTEHT, B HEM MOIYT OBITH CKPBITBI KaKHE-TO IIJIaTHBIE
yoIyru;

2. Jlyma#i, mpexie uem otupaButh SMS, ¢poTo wiu Buzeo. Thl TOUHO 3HAEID, T/IE OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo1Mo 0OHOBJIATE ONIEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHa;
4. Vlcrionb3yit aHTUBUPYCHBIE TPOTPAMMBI JJ1s1 MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy>1<a1‘/’1 IIPUJIOZKEHUA OT HEUM3BECTHOI'O KCTOUYHHUKA, BEAb OHU MOTYT COAEPKATb
BpE€AOHOCHOE IIpOrpaMMHO€E O6€CH€LI€HI/I€;

6. [Tocsie TOrO Kak Thl BBIMJIENIH C caliTa, I/ie BBOAWI JUYHYIO MH(pOpMaIUIO, 3al/IN B
HaCTpOUKHM Opaysepa U yaau cookies;

7. Ilepmoaruecku IpoBepsAN KaKue IJIaTHbIe YCIIyTU aKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBOM HOMep MOOMJILHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth pmomkeH OBITH BBIKJIFOYEH, KOT/Jla Thl UM He IOJb3yelrbcs. He 3abbiBaid
WHOT/IA TIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacoOuHble, 3aXBaThIBAIOIINE pa3BJIeUeHUs,
00'beIMHSIONINE COTHU THICSY YEJIOBEK 0 BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHp, 00IIaloTCA APYT C JIPYTOM, BBHINIOJIHAIOT 33J]JaHUf, CPa)KAIOTCA ¢ MOHCTPaAMHU U
MOJIyJalOT OMNBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYHAlT /AUCK, OIUIAYUBAIOT
a0OHEMEHT WU MTPUOOPETAI0T KAKUe-TO O .

Bce atu cpezcrtBa uAyT Ha NOAJep:KaHME M pa3BUTHE UTPHI, a TaKKe Ha CcaMy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPHU3AIUH, BBIITYCKAIOTCS HOBBIE TTATUYH
(rmudpoBbIe 3a1UIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHUT OIlaCaTbCA HE€ CTOJIBKO CBOHX COIIEPpHUKOB, CKOJIBKO KpPaXXu
TBOET0 I1ap0JId, Ha KOTOPOM OCHOBaHaA CUCTEMA aBTOpHU3alln OOJIBIIINHCTBA urp.

OCHOBHBI€E COBETHI 110 6HE30IIACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecstu gpyroii urpok BezieT cebs1 II0X0 WU co3/4aeT Tebe HeMPUATHOCTH, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. Tloxkasyiica aAMHUHUCTPATOpaM WrpPbl Ha IUJIOXOe IIOBEJIEHHE STOr0 UIPOKa,
>KeJIaTeJIbHO MIPUIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB,



3. He ykassbiBaii inuHyto nHpopMaIuio B npodaiise Urpsl;
4. YBaXkall IpyTUX y4aCTHUKOB I10 UTDE;

5. He ycranaBinBai HeouIiuagbHbIE TATYU U MOJIBI;

6. cnosib3yli cj10:KHBIE U PAa3HbIE TAPOJIH;

7. Jlaxke BO BpeMs WUTphl HEe CTOUT OTKJIIOYATh aHTUBUPYC. [loka ThI urpaelb, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

QOUIIUHT WX KpaXa JIMYHbIX JaHHbIX

OOBIYHOMI Kpaxceﬁ AC€HET U JOKYMEHTOB CE€rogHd YK€ HHKOIo H€ yAWBHIIIb, HO C
Pa3BUTHUEM I/IHTepHeT-TeXHOJIOI‘I/Iﬁ SJIOYMBIIIIVIEHHUKH IIEPEMECTUJINCh B UHTEPHET, U
IIPOAOJIZKAIOT 3aHUMATbCA «JIFOOUMBIM » A€JIOM.

Tak mosiBUIaCh HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBAa WK (DUIIKHT, TJIaBHAA I1eJTh
KOTOPOTO COCTOUT B TIOJyYeHWH KOHOUAEHIMAJIbHBIX JAHHBIX II0JIb30BATEJIEH —
JIOTUHOB U napoJiei. Ha anriuiickom si3bike phishing ynraercs kak ¢umwuHr (ot fishing
— pbIOHas JI0BJIsA, password — IapoJib).

OcHOBHBIE COBETHI 10 OOPBOE ¢ PUIIITHTOM:

1. Ciremn 3a CBOMM akKKayHTOM. Eciu ThI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Hcrmonp3yhh Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Wcnonp3yii ciiokHBIE U pa3Hble nmaposu. Takum ob6pas3oMm, ecyu TeOsA B3J0MaIOT, TO
3JIOYMBINIVIEHHUKY MOJIyUYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY IPO(IUIIIO B CETH, a HE KO
BCEM;

4. Eciu Te6s1 B3s10MAasu, TO HEOOXOAUMO MIPEAYIPENUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
n06aBJIeHbI Yy TeOA B JIPY3bfAX, O TOM, YTO TeDsl B3JOMaJM U, BO3MOKHO, OT TBOETO
“MeHH OyZleT pacChUIaThCA CIIaM U CCHUIKU Ha (PUIITUHTOBBIE CAUTHI;

5. YcranoBH HaziexkHbIN n1aposib (PIN) Ha MOOMIIBHBIN TetedOH;
6. OTKII0YU cOXpaHEeHUe MapoJis B Opaysepe;

7. He oTkpbiBail daiiyibl U Jpyryue BJIOXKeHUS B MHUCbMaX Jlake ecjId OHU MPUIILIN OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (ailybl.

[Mudposas penyranus

[{udpoBas pernyranus - 3TO HETATUBHAs WIN MO3UTUBHAs WHGOPMAIUs B CETU O Tebe.
Kommpomerupymomasa uHaopManus pasMelleHHas B HHTEPHETE MOKET CEPhe3HBIM
00pa3oM OTpPa3UTHCS Ha TBOEHW peasibHOU Ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIU (popmupyeTtcs u3 nHdopMmanuu o Tebe B UHTEPHETE.

TBOoe MeCTO JKUTEJIbCTBa, y4yeObl, TBOe (UHAHCOBOE IIOJIOKEHNE, OCOOEHHOCTU
XapakTepa M paccKkasbl 0 OJIM3KUX - BCE 3TO HAKAIJIUBAETCS B CETH.



MHorue moAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIMKAI[UK JINYHOU HHGOPMAIIUH B
HHTEepHEeTe, HE TIOHUMAasA BO3MOXKHBIX MTOCTAeACTBUN. ThI Taske He CMOXKEIb I0TafaThCsl
o ToM, uTo dororpadusi, pazMellleHHas 5 JIeT Ha3ajl, cTajla IPUUYUHON 0TKa3a MPUHATH
Tebs1 Ha paboTy.

KommenTapuu, pasmeineHue TBoux dotorpaduii U Apyrue AeUCTBUSA MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl HE 3HAEIIb, KTO COXPAHUI 3TY
vHopManuio, momnajga JU OHAa B IOWCKOBBIE CHUCTEMBI M COXpAHWIACh JIM OHA, a
[JIABHOE: UTO MOJyMalT O Tebe OKpYy»Karolee JIIOAW, KOTOPble HAWIYT U YBUMAAT 3TO.
Hatiti napopManuo MHOTO JIET CITyCTs CMOXKET JII000U - KaK U3 JOOPBIX MTOOYKIAEHUH,
TaK ¥ ¢ HAMEePEHNEM MPUIYNHUTH BpPel. ITO MOKET OBITh KTO YTOTHO.

OCHOBHBI€E COBETHI I10 3aITUTE HU(PPOBON pemyTaIyn:

1. I[logymaii, mpexkae 4yeM 4TO-TO IIyOJIMKOBaTh U IEpefaBaTh y ceOsa B OJyiore WA B
COITMAJIBHOHU CETH;

2. B HacTpoiikax mpoduis yCTAaHOBU OTPAaHUYEHHSA Ha IIPOCMOTP TBOETO MPOMUIIA U €TI0
COJIEP?KUMOTO, C/IeJIal €T0 TOJIBKO «JJISA IPy3€ei»;

3. He pasmernaii 1 He yKkasbiBail HHGOPMAIINIO, KOTOPas MOKET KOro-11ub0 0CKOPOJIATh
WJIA OOUKATD.

ABTOpCKOE IPaBO

CoBpemMeHHblEe IIKOJBHUKHU- AaKTUBHBIE II0JIb30BATEIU ITU(PPOBOTO MPOCTPAHCTBA.
OpHako ajieko He BCe 3HAIOT, UTO MI0JIb30BaHUE MHOTUMH BO3MOXKHOCTAMU U(PPOBOTO
Mupa TpebyeT coOJII0IEHH ITPAB HA NHTEJUIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEJJIEKTyaIbHAsI COOCTBEHHOCTH» OTHOCHUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HAYMHAS C HOBBIX HM300pETEHWI UM 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HAa MPOJYKTHl U YCJIYTU , U 3aKaHUYMBasg KHUTaMmu, Qororpadusamu,
KUHOGWIbMaMU U My3bIKaJIbHBIMU IIPOU3BE/IEHUAMMU.

ABTOpCKHE TpaBa - 5TO IpaBa Ha UHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTh HA ITPOU3BEEHHUS
HAYyKH, JIUTEpaTypbl U UCKycCcTBa. ABTOPCKHE IIpaBa BBICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJJIEKTYaIbHBINM/ TBOPUECKUH TPY/, aBTOPa He Oy/IeT HAlIPACHBIM, AACT €My
CIIpaBe/JIUBblE BO3MOXKHOCTU 3apaboTaTh Ha pe3yJIbTaTaX CBOEro TPyZa, IMOJIYIUTb
M3BECTHOCTH U Tpu3HaHue. HukTo 6e3 paspeleHus: aBTOpa HE MOKET BOCIIPOU3BOIUTH
€ro TPOU3BENEHUEe, PACIPOCTPAHAThH, IyOJIMYHO JAEMOHCTPUPOBAaTh, IPOAABATH,
MMIOPTUPOBATh, IMYCKATh B IMIPOKAT, IIyOJUYHO HUCIIOJHSATH, MOKA3BIBATh/UCIIOTHATh B
a¢upe nim pa3memiaTts B IHTEpHEeTE.

Vcnosb3oBaHUe «IMHUPATCKOTO» MPOrpaMMHOro obeclieueHUs MOXKeT IPUBECTH K
MHOTHM PHCKaM: OT IOT€PHU JAHHBIX K TBOUM aKKayHTaM /0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, I7le YCTAHOBJIEHHBIN He JierayibHas mporpamma. He cTrout Takke 3a0bIBATh,
YTO CYIIIECTBYET JIETAIbHbBIE U OeCIIaTHBIE IPOTrPAaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeTeBUYOK.p - TBOU TIJIaBHBIM COBETYHK B CeTU. 37eCh Thl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IPU BO3HUKHOBEHUH
KPUTUYECKON CHTyallud OOpaTUTHhCSA 32 COBETOM. A TakKe NPHHATH yJacTHe B
KOHKYypCax U CTaTh CaMbIM IIU(POBBIM IPKAAHUHOM!



